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Android Software Hardware Bugs

About Android

In the GNU/Linux system | can remove and replace parts to obtain
a system | like.

That is:
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Android Software Hardware Bugs

About Android

In the GNU/Linux system | can remove and replace parts to obtain
a system | like.

That is:

e GNU
@ plus Linux (Linux is there but | do not notice it much)
e "when it works you don't see it”

@ (plus other things as well)
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About Android
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About Android

In the GNU/Linux system | can remove and replace parts to obtain
a system | like.

That is:
e GNU < This is the part | directly use and enjoy
@ plus Linux (Linux is there but | do not notice it much)
e "when it works you don't see it”

@ (plus other things as well)

Android is GNU/Linux, without the GNU part.

A very sad affair.
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The Android software

@ Android is mostly free software. ..

@ ...but many components running on phones are usually
proprietary
e some components are always proprietary:

@ almost everything in app “stores”
@ modem driver

o Wifi driver?

o Bluetooth driver?
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@ The high-level part of the system and apps are written in Java
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The Android software

@ Android is mostly free software. ..

@ ...but many components running on phones are usually
proprietary
e some components are always proprietary:
@ almost everything in app “stores”
@ modem driver
o Wifi driver?
o Bluetooth driver?

@ The high-level part of the system and apps are written in Java

e Huge, complicated, slow build system;
o at least the build system runs on GNU/Linux.
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Proprietary software is a particularly serious problem here

Android runs on this kind of hardware.

Any modern cellphone has:
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Android Software Hardware Bugs

Proprietary software is a particularly serious problem here

Android runs on this kind of hardware.

Any modern cellphone has:

@ antenna, controlled by
modems (GSM, Wi-Fi)

@ microphone

@ cameras
@ No hardware kill switches

People have this in their pocket,
running proprietary (unknown)
software!
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Android has bugs

@ Android has bugs, like all software.

@ Let us speak about bugs
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bug, n. (https://en.wiktionary.org/wiki/bug)
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(entomology) An insect of the order Hemiptera (the “true bugs”).

. Any of various species of marine or freshwater crustaceans; e.g. a Moreton Bay bug, mudbug. [quotations v]

(informal) Any insect, arachnid, or other terrestrial arthropod that is a pest.
These flies are a bother. Ill get some bug spray and kill them.

(US) Any insect, arachnid, myriapod or entognath.

(UK, obsolete, specifically) A bedbug. [quotations ¥]

(chiefly computing and engineering jargon) A problem that needs fixing. [quotations ¥] [synonyms Al
synonyms: defect, glitch
The software bug led the computer to calculate 2 plus 2 as 3.

. A contagious illness, or a pathogen causing it.

He's got the flu bug.
(informal) An enthusiasm for something; an obsession. [quotations ¥]
I caught the skiing bug while staying in the Alps.

(informal) A keen enthusiast or hobbyist. [quotations ¥]

. A concealed electronic eavesdropping or intercept device.

We installed a bug in her telephone.

. A small and usually invisible file (traditionally a single-pixel image) on a World Wide Web page, primarily used to track

users.

He suspected the image was a Web bug used for determining who was visiting the site.

(broadcastina) A small usuallv fransnarent or fransliicent imane nlaced in a corner of a television nroaram ta identifv
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@ Android has bugs, like all software.

@ Let us speak about bugs
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Android has bugs

@ Android has bugs, like all software.

@ Let us speak about bugs

@ Actually Android is a bug (def. 10)!
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Replicant

Can we liberate Android?

| am not a fan of the Android user interface.

@ ...but a computer always in my pocket sounds good.
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@ Can we liberate Android?

e Remove proprietary parts

o ldeally, replace what was removed with some free-software
rewrite
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| am not a fan of the Android user interface.

@ ...but a computer always in my pocket sounds good.

@ Can we liberate Android?
e Remove proprietary parts
o ldeally, replace what was removed with some free-software
rewrite
Almost: every modem is proprietary, and difficult to
reverse-engineer.

Luca Saiu https://ageinghacker.net Free software on cell phones: Replicant GHM 2022


https://ageinghacker.net

Replicant

Can we liberate Android?

| am not a fan of the Android user interface.

@ ...but a computer always in my pocket sounds good.

@ Can we liberate Android?
e Remove proprietary parts

o ldeally, replace what was removed with some free-software
rewrite

Almost: every modem is proprietary, and difficult to
reverse-engineer.

e However in many cases modems are isolated: they do not
make the rest of the system insecure.
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LineageOS (Android variant
rebuilt from source), without
proprietary parts (except the
modem).
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@ Replicant is a fork of
LineageOS (Android variant
rebuilt from source), without
proprietary parts (except the
modem).

@ Developed since 2010

@ Currently Android 6. Porting
to the most recent versions
in progress.
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The Replicant Project 1/2

Replicant

Replicant is a fork of
LineageOS (Android variant
rebuilt from source), without
proprietary parts (except the
modem).

Developed since 2010

Currently Android 6. Porting
to the most recent versions
in progress.

Only supports a limited
number of not-so-recent
devices (3G): check the
exact model before
buying!

Luca Saiu
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The Replicant Project 2/2

o Not perfect but usable

@ Main developer: Denis
“GNUtoo” Carliki (Awesome
person. Help him if you
like the project!)

[Hello GNUtoo]

Replicant
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User experience My phone Status What works Apps Crashes Fun

My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
e Thanks Ege: she bought one second-hand then gifted it to me
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)

e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)

e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)

o | followed the instructions on https://replicant.us
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)

e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)

o | followed the instructions on https://replicant.us
e Long but relatively easy; very well documented
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)

o | followed the instructions on https://replicant.us

e Long but relatively easy; very well documented
e Download images to your GNU/Linux system
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)

e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)

o | followed the instructions on https://replicant.us
e Long but relatively easy; very well documented
e Download images to your GNU/Linux system

o Use a few utilities to transfer via USB cable: heimdall,
fastboot
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)
o | followed the instructions on https://replicant.us
e Long but relatively easy; very well documented
e Download images to your GNU/Linux system
o Use a few utilities to transfer via USB cable: heimdall,
fastboot

e Prepare to back up in case you crash everything
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)
o | followed the instructions on https://replicant.us
e Long but relatively easy; very well documented
e Download images to your GNU/Linux system
o Use a few utilities to transfer via USB cable: heimdall,
fastboot

e Prepare to back up in case you crash everything

@ An app “store” with only free-software apps: f-droid
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My Replicant phone

e Samsung Galaxy Note Il (“GT-N7100", ~2012)
e Thanks Ege: she bought one second-hand then gifted it to me
e My first smartphone ever: | started using it in 2021.
o | replaced the battery (strongly recommended)

o | followed the instructions on https://replicant.us

e Long but relatively easy; very well documented

e Download images to your GNU/Linux system

o Use a few utilities to transfer via USB cable: heimdall,
fastboot

e Prepare to back up in case you crash everything
@ An app “store” with only free-software apps: f-droid

@ You can spend a long time installing apps and (to a limited
degree) customising
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
o But the back camera works with a free-software driver
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
o But the back camera works with a free-software driver

@ Proprietary but isolated GSM modem
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver

@ Proprietary but isolated GSM modem

@ No display acceleration: slowish refresh
e VLC the only working video player
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User experience My phone Status What works Apps Crashes

Fun

My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver
@ Proprietary but isolated GSM modem
@ No display acceleration: slowish refresh
e VLC the only working video player
@ The camera app sometimes crashes because of the
nonworking front camera
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Fun

My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver
Proprietary but isolated GSM modem
No display acceleration: slowish refresh
e VLC the only working video player

The camera app sometimes crashes because of the
nonworking front camera
@ The entire phone can crash, more easily with some apps
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
o But the back camera works with a free-software driver

Proprietary but isolated GSM modem
No display acceleration: slowish refresh

e VLC the only working video player
The camera app sometimes crashes because of the
nonworking front camera
@ The entire phone can crash, more easily with some apps (a
bad symptom)
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver

Proprietary but isolated GSM modem

No display acceleration: slowish refresh
e VLC the only working video player

The camera app sometimes crashes because of the

nonworking front camera

@ The entire phone can crash, more easily with some apps (a
bad symptom)

@ A very annoying bug sometimes crashes the GSM modem

e | have an imperfect workaround
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver

Proprietary but isolated GSM modem

No display acceleration: slowish refresh
e VLC the only working video player

The camera app sometimes crashes because of the

nonworking front camera

@ The entire phone can crash, more easily with some apps (a
bad symptom)

@ A very annoying bug sometimes crashes the GSM modem

e | have an imperfect workaround
@ | can cross-compile from GNU/Linux!
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver
Proprietary but isolated GSM modem
No display acceleration: slowish refresh
e VLC the only working video player
The camera app sometimes crashes because of the
nonworking front camera
@ The entire phone can crash, more easily with some apps (a
bad symptom)
@ A very annoying bug sometimes crashes the GSM modem
e | have an imperfect workaround
@ | can cross-compile from GNU/Linux!
e In C, in my case: this for me is just fun and Java sucks every
sweetness out of life. No Java for me without a good reason.
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver
Proprietary but isolated GSM modem
No display acceleration: slowish refresh
e VLC the only working video player

The camera app sometimes crashes because of the

nonworking front camera

@ The entire phone can crash, more easily with some apps (a
bad symptom)

@ A very annoying bug sometimes crashes the GSM modem

e | have an imperfect workaround

@ | can cross-compile from GNU/Linux!

e In C, in my case: this for me is just fun and Java sucks every
sweetness out of life. No Java for me without a good reason.

@ | have a working VPN
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver
Proprietary but isolated GSM modem
No display acceleration: slowish refresh
e VLC the only working video player

The camera app sometimes crashes because of the
nonworking front camera
@ The entire phone can crash, more easily with some apps (a
bad symptom)
@ A very annoying bug sometimes crashes the GSM modem
e | have an imperfect workaround
@ | can cross-compile from GNU/Linux!
e In C, in my case: this for me is just fun and Java sucks every
sweetness out of life. No Java for me without a good reason.
| have a working VPN
| can transfer files between phone and computer ~

e ©
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My Replicant phone

e No Wifi, front camera, Bluetooth, GPS (proprietary drivers)
e But the back camera works with a free-software driver
Proprietary but isolated GSM modem
No display acceleration: slowish refresh
e VLC the only working video player

The camera app sometimes crashes because of the

nonworking front camera

@ The entire phone can crash, more easily with some apps (a
bad symptom)

@ A very annoying bug sometimes crashes the GSM modem

e | have an imperfect workaround

@ | can cross-compile from GNU/Linux!

e In C, in my case: this for me is just fun and Java sucks every
sweetness out of life. No Java for me without a good reason.

@ | have a working VPN
@ | can transfer files between phone and computer AN
@ | have my scripts for backups (I will publish a copy)

14/37
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My Replicant phone

It works!
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My Replicant phone

It works!

(If it crashes now | can fix it quickly.)
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My Replicant system at boot,
with the screen locked, in its
home screen.
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0144

NS EPL e My Replicant system at boot,
with the screen locked, in its
USB debugging connected
o Touch to disable debugging. home SCI’een

Charging

16/37
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©'d 100%01:07

Q10 /

Thu, 15 September ©TAR08:00

My Replicant system at boot,
with the screen locked, in its
home screen.

Coitagts s

16/37
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Luca Saiu

c e
Settings

Wireless & networks

¥ Wi

3 Bluetooth

4 Mobile networks

Q Data usage

More

Device

<) Sounds

https://ageinghacker.net

My phone Status What works Apps Crashes Fun

The Android Debugging Bus is
useful for controlling your phone

from your computer.

Free software on cell phones: Replicant
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Settings

Oor'd 96% 01:27

HDCP checking
Never use HDCP checking

Enable Bluetooth HCI I ; ; ;

Czstu:a\\uBe\\tlgﬁjtothHC\spr;iifls?v?amc The AndrOId Debugglng BUS IS
useful for controlling your phone

Running services

View and control currently running services from your computer.

Root access
Apps and ADB

Manage root accesses
View and control the root rules

Update Cyanogen recovery .
Update recovery with system updates

Debugging

Andraid dehiinaina 17

N
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Settings

ce ©or'd 9%01:28

& Location Q

off o

Recent ocation requests The Android Debugging Bus is
useful for controlling your phone
from your computer.
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Settings

Oor'd 95% 01:28

Q

Debugging

Android debugging .

oo R The Android Debugging Bus is
bebugging oty useful for controlling your phone
Display a notification when USB or network @) from your computer

debugging is enabled

ADB over network

Enable TCP/IP debugging over network
interfaces (Wi-Fi, USB networks). This
setting is reset on reboot

Revoke USB debugging authorisations

Device hostname
ege

Local terminal
.

N
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Reboot and recovery mode

| enabled the “advanced” reboot
Power off menu. Recommended.

Reboot

Screenshot

Aeroplane mode

Aeroplane mode is OFF

© MO A
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Reboot and recovery mode

| enabled the “advanced” reboot
Reboot menu. Recommended.

O  Reboot
The Recovery image is useful for

backing up and restoring without
touching mounted filesystems;
and for system upgrades.

O  Soft reboot
® Recovery
@)

Bootloader

CANCEL OK
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Reboot and recovery mode

= Replicant
E p

A RECOVERY

| enabled the “advanced” reboot
menu. Recommended.

The Recovery image is useful for
backing up and restoring without
touching mounted filesystems;
and for system upgrades.
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Reboot and recovery mode

Replicant

RECOVERY

| enabled the “advanced” reboot
menu. Recommended.

The Recovery image is useful for
backing up and restoring without
touching mounted filesystems;
and for system upgrades.

Luca Saiu https://ageinghacker.net Free software on cell phones: Replicant GHM 2022


https://ageinghacker.net

User experience My phone Status What works Apps Crashes Fun

My “drawer”

©'d 100%01:07

2048

@ m These are the apps | have
- N ﬂ 0 installed now.

L] androidVNC  AnySoftKeyb..  AudioFX

2 @ Some | actually use; a few are
Browser Browser . . .
silly, some | have just tried once.

LE < |

Calculator Calendar Camera  Character Rec..

émE

ConnectBot  Contacts

B &
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My “drawer”

©'d 100%01:07

DictionaryFor. Downloads  DroidZebra

These are the apps | have
Easy Die installed now.
-
5
FlleManager FrozenBubble Some | actually use; a few are
silly, some | have just tried once.

Hacker's Key..
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My “drawer”

©'d 100%01:08

MaximaOnAn.. Messaging Music

N 1Ay
(& These are the apps | have

No-frills CPU.. .
installed now.
O {am}
‘ B e R
0Obsqr OCRTest OpenMultiMa.. OpenVPN for.. Some I actually use; a fEW are
p=p ' . silly, some | have just tried once.

p=p Pdf Viewer PI. Phone Plumble

P
b

Pocket Gopher

#
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My “drawer”

©'d 100%01:08

Squeez  Survival Man..

'OEE &

Telegram FOS. Terminal Emu.  TextEdit  Theme Choos.. These are the apps | have
¢« B installed now.

Tinte Webco..  Twidere

i A Some | actually use; a few are
silly, some | have just tried once.

vic

Weather Fore..

X &

XScreenSaver
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The f-droid “app store” for free-software apps

[ ©'d 100%

Hourly RoMote RokL
Reminder RoMote  rermiote

& Remind you
about hours

your breathing during

f-droid is an app-store for
free-software apps.
ge ©

Unexpected Keyboard ~ GPS Cockpit S
Aligh ht G taina coc

oard for

Everyday 575 LavSeeker

& Tasks Manace

Latest

20/37
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The f-droid “app store” for free-software apps

[ ©"'d 100%01:03

< terminal X @

client

Version 1.9.8-0ss

WairToNow - Aviation

Navigation Aviation ma.. @ f_d roid iS an app_store for
a $HELL Terminal emulator with free-software a pps.

integrated script editor

Anti-features

Of course you can also install
apps manually

Termux:Styling
Customize your Termu

&)

terminals  terminally &k

1231() <« - Terminal
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The f-droid “app store” for free-software apps

[ ©"'d 100%01:03

< terminal X @
client

Version 1.9.8-0ss

$ WairToNow - Aviation
Navigation Aviation ma.. @ f_d roid iS an app_store for
a SHELL Terminal emulator with free-software apps.
integrated script editor

Anti-features

Of course you can also install
apps manually — or do whatever
you want: it is your phone!

Termux:Styling
Customize your Termu

&)

terminals  terminally &k

1231() <« - Terminal
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The f-droid “app store” for free-software apps

“d  100%20:47

<

Jami

f-droid is an app-store for
free-software apps.

46.0 MiB / 47.4 MiB 97% >/<
N

Secure and distributed communication platform

Jami (formerly Ring and SFLphone) is a free

dis com Of course you can also install

software. It is developed by Savoir-faire Linux with

e help of a globa

::r:;rr?mlgnllyaoglusberls and contributors. Savoir-faire appS manua“y — Oor dO Whatever
Linux is a Canadian company

specialized in Linux and free software. you want: It is your phonel

Jami allows to make audio or video calls, and to
send messages, safely and

freely, in confidence. Jami is a Free and open
source software that requires no

central server.

What can you do with Jami:

* send text messages

*make audio calls

* make video calls

*send files

* use your existing SIP account
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SMS messages

©'d 100%01:15
G —a LV
taurale témps pour q\je je

puisse te les poser &
14/04/2021, 1419

v @

14/04/2021,14:20 v

e This is useful in practice and
e works perfectly well.

Aucun probléme. Veuillez ‘

venir sur jitsi a 16h. Le

“tableau” sera utile.

14/04/2021,14:31 v

Ok
14/04/2021,14:31

@&  Send message ‘
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SMS messages

® 100% 01:09

€ Jose Marchesi

16 Jul, 14:27

Dinner is ready. Where are ’
you?

16 Jul, 21:33 v/

sorry Im attending a ltle This is useful in practice and

work emergency

iy works perfectly well.

_

16 Jul, 21:36

I am not far from your ‘
motorbike, about to leave

Where are you?
17 Jul, 10:45 v/

(S Send message ‘
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(The entirely-free-software version of ) Telegram

©'d 100% 01:18

Luca ve bagcioglular
4 members

September 4 ]

(This gives you a little more
privacy than with SMS.)
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(The entirely-free-software version of ) Telegram

©'d 100% 01:18

Luca ve bagcioglular
members

(This gives you a little more
privacy than with SMS.)

Calls and groups also work
perfectly well.

Selma Bagcioglu [
Afrodisias
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(The entirely-free-software version of ) Telegram

uca ve bagcioglular
members

(This gives you a little more
privacy than with SMS.)

Calls and groups also work
perfectly well.

[Hello to my awesome Turkish parents-in-law.]

Selma Bagcioglu [
Afrodisias
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Mail: | recommend K-9 Mail

® ©O'd 80%01:57

Unified Inbox Q /o

Backup Replicant / Android 19 Aug K_9 M al I Works Wel | a nd IS
Luca Saiu Ciao fi mando lo w -
’ coript ohe uso per fare backu, che somewhat customisable.

avevo dimenticato. Allego anche le
Re: OEM factory specialize i.. = 19 Aug
dutora Dear Sir & Madam This is

John Lin from Dutora located in China
Shenzhen. We are an OEM-ODM factory

Industrial Laser Engraving Mac.. 19 Aug
» 3306827669 Hi, Nice a day! Doyou  Y¥
want to easily engraving on Wooden
products? Make a new marking style

re: fabric new designs 19 Aug

wlyrsongshufang Hello we are
professional stock fabric supplier, Our
main items: cotton & TC twill/cotton

e

Re:Last 30-days offer for a lase.. 19 Aug
» jiushiyao554321 Dear Sir/Madam, 1{?
Glad to know that you have been in

the laser industry for many years. As a

Re: Plastic packaging solution.. 19 Aug
» huixricky7 Dear friend, We are a
service-oriented company. We can

produce plastic packing products,

Re: zipper factory 19 Aug
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Mail: | recommend K-9 Mail

® ©'d 80%01:57
& [ I RS > 3
Backup Replicant / Android pxd K‘9 Mall WOI’kS We” and iS

’ Luca Saiu - somewhat customisable.

To:

Ciao

19 g z0z2 1640 Inflexible and limited for me, used
Ti mando lo script che uso per fare backup, to the power Of GnUS on GNU
che avevo dimenticato.

Allego anche le utility di compressione da Emacs L.
far girare sul telefono,

gia Cross-compilate statiche da me; &
probabile che funzionino cosi come

sono anche su un modello diverso. Altre
cose, come i numeri di

partizione / device andranno adattati. Lo
script & crudo ma dovrebbe

essere facile da capire. Lo uso dopo aver
riavviato il telefono in

modalita recovery, quindi con le partizioni
da usare in produzione non

montate.

Un saluto.

Luca Saiu

DOWNLOAD COMPLETE MESSAGE
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User experience

Mail: | recommend K-9 Mail

® O'd 79% 01:59

&<  Compose @ >

Hello from Replicant K-9 Mail works well and is
| am taking a screenshot of me someWh at custom isa ble

composing this message.

Inflexible and limited for me, used

[uca Saiu https:/ageinghacker.net to the power of Gnus on GNU

Sent from my Replicant device with K-9
Mail. Please excuse my brevity. Emacs. ..

... But users of mail apps on cell
phones will feel perfectly at home
with this.

Free software on cell phones: Replicant GHM 2022
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Mail: | recommend K-9 Mail

® ©'d  79%01:59
&<  Compose @ >
luca@ageinghackernet . K-9 Mail works well and is
somewhat customisable.
@ ghm-discuss@gnu.org v
Hello from Replicant Inflexible and limited for me, used
| am taking a screenshot of me to the power of Gnus on GNU

composing this message.

Emacs. ..

... But users of mail apps on cell
phones will feel perfectly at home

with this.
Luca Saiu https://ageinghacker.net = =y
Sent from my Replicant device with K-9
Mail. Please excuse my brevity. T
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User experience

Web browsing

'GNU Q

ABOUT GNU PHILOSOPHY >

SmartCookieWeb is the best web

GNU Hackers' Meeting 2022
browser | found.

— izmir, Turkey

The GNU Hackers' Meetings or or “GHMs" are a
venue to discuss technical topics related to GNU

and free software. The event atmosphere is
friendly and informal. Anybody is welcome to
register and attend, including newcomers.

GNU Hackers' Meetings have been taking place
since 2007: you may want to look at the pages
documenting past editions, which in many cases
include video recordings.

The GNU Hackers' Meeting 2022 will take place in
the beautiful izmir, Turkey, on Saturday 1st
October and Sunday 2nd October 2022.
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Maps: several unusable apps use OpenStreetMap. . .

76% 02:13
Garmin | About | Credits

Vi
g on;\‘ysiﬁl

IR N

e Aussersihl X
el &k L7
L4 /70

N Zunc‘ﬁ

N7 A laitstadt )

Y

Not so good.

7 Many of these apps seem
G incomplete (no bookmarks for
SR places!) and unstable.

\Riesbach

\\ It is not just my missing GPS

driver.
PN |
L
W
‘
\
¥
. Kartendaten ® OpenStreetMap .
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User experience

Maps: several unusable apps use OpenStreetMap. . .

O©'d 75%02:14

Gessner- | Garmin | About | Credits

Is \

Not so good.

o

al

Many of these apps seem
incomplete (no bookmarks for
places!) and unstable.

(%)

:#" U

”
“
]

il

v/

/&

o

It is not just my missing GPS
driver.

v
Zirich +

/84, > Hesaug o
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Maps: several unusable apps use OpenStreetMap. . .

® O'd 75%02

Not so good.

Many of these apps seem
incomplete (no bookmarks for
places!) and unstable.

It is not just my missing GPS
driver.
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Maps: several unusable apps use OpenStreetMap. . .

O'd 75%02:16

Not so good.

Many of these apps seem
incomplete (no bookmarks for
places!) and unstable.

It is not just my missing GPS
driver.
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...one very nice OpenStreetMap app: Organic Maps

O'4d 83% 11:49

Organic Maps is unfortunately
slow on my phone. But it really
works, and is usable.

This app downloads maps in
advance and uses them offline:
excellent for privacy.

Organic Maps
Map data from OpenStreetMap

26/37
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User experience
one very nice OpenStreetMap app: Organic Maps

Organic Maps is unfortunately
slow on my phone. But it really

- “o¥Ad
Kordon Bife. Matba

& o}
‘,‘; o Fibabat
" e ) works, and is usable.
3"\\ Pasagort Q) s
& Tuirk Telekon . .
e A e This app downloads maps in
; advance and uses them offline
‘il B excellent for privacy.
Bolulu A 5’?
Hasan Usta, >
Caribou Coffee | .;?
EINR&espljénan( IZELMAN § @
2
g ®
@ 5 0‘ Pasafymt v

100% Hsac o
GHM 2022

T BankMeliat
Kumrucu Sabri
¥ LU R

https://ageinghacker.net
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...one very nice OpenStreetMap app: Organic Maps

o

(&) Nivvenpic . .
Keregor Toam Wtz Organic Maps is unfortunately
S ) .
> © < slow on my phone. But it really
7 (o) .
s S0 - works, and is usable.
En Hotel
fier o = (v This app downloads maps in
BIM
/i Aoy, advance and uses them offline:
1
ol N excellent for privacy.
¥
offee Ayakiistii Biife Vakl?ank ;
s N 3 This is where we are now in lzmir.
Ek Hizmet Binast .@
' o) n 7
GHM venue: Park Inn by
Radisson
Park Inn by Radisson
My Places « Hotel
Cumhuriyet Bulvari, 124
4 g <

ROUTE FROM DELETE ROUTE TO SHA

GHM 2022

Free software on cell phones: Replicant
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...one very nice OpenStreetMap app: Organic Maps

o

R o ~ Nivvenpic . .
ey uim el Organic Maps is unfortunately
S o .
) < slow on my phone. But it really
7 (n) .
- e/ works, and is usable.
En Hotel
) ) .
Kot ot @ = o This app downloads maps in
BIM
h s, advance and uses them offline:

excellent for privacy.

ounge Bolulu
Hasan Usta

offee AyakistuBife Lo

This is where we are now in lzmir.

izmir Ticaret Odast
Ek Hizmet Binas!

hi,
@ Bey Cadge
s/

W o) n ©
GHM venue: Park Inn by Even if | had no network | could
Radisson use here the Turkey maps | had
k b di . .
par Inn by Radisson downloaded back in Switzerland!
Cumhuriyet Bulvari, 124 .
) 3 <
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Weather Forecast

[] ©or'd 100%01:19

Weather Forecast

Thursday 15 September
2022 There are weather forecast apps: |
do not know which one to
recommend.

(Even without a GPS driver |
think that this leaks privacy.. . )

Data from api.met.no -8

[Show detailed forecast
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Taking photos

| have had system crashes occasionally when using this in the past.

@

28/37
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Taking photos
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Crashes

©'d 83% 01:49

Sometimes app crash.

Unfortunately, OpenMultiMaps has
stopped.
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©'d 83% 01:49

Sometimes app crash.

@ This might have depended
on a working GPS

Unfortunately, OpenMultiMaps has
stopped.
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©'d 83% 01:49

Sometimes app crash.

@ This might have depended
on a working GPS

Unfortunately, OpenMultiMaps has
stopped. .
@ App crashes are not a big

deal
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® %4 36%00:18
@ w e e
1‘ \j :ﬁ
N Missed outgoing call )
2o S M GNU Jami works well, and is a
e complex application.

& o (Recommended).

[ Indeed it does >

does \doesn't | doest | doeskin [

1231() <« - Terminal
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® “d  36%00:18
Luca Saiu
] « o
€ @ lucasaiu AS -
A Missed outgoing call

25 Sep 2022 00:12:17

v Incoming call

25 Sep 2022 00:16:39 GNU Jaml WOrkS We”, and |S a
& oo complex application.
‘ (Recommended).

1231() <« - Terminal
QW|E|R | T|Y|U|I
A|S|D |F|G H|J|K|L

& z|x|(c|v|B|N|M @

@ \!1 20, English . ' ¢
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Yd  35%00:19

GNU Jami works well, and is a
complex application.
(Recommended).

Luca Saiu
Ringing

L d

Hang up

30/37
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Yd  35%00:19

GNU Jami works well, and is a
complex application.
(Recommended).

Luca Saiu
0:00:29

<

Sounds Micro End Call Camera
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GNU Jami works well, and is a
complex application.
(Recommended).

@ Here | am in a Jami video
call between phone and
computer
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Skymap

Caelum

This Skymap app works well: it
depends on the phone’s compass
and accelerometer, which are well
supported.

.
Adhara
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Skymap

This Skymap app works well: it
depends on the phone’s compass
and accelerometer, which are well
supported.

@ Here | am slowly turning my
phone to face up
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Skymap

This Skymap app works well: it
depends on the phone’s compass
and accelerometer, which are well
supported.

@ Here | am slowly turning my
phone to face up

Caelum
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Skymap

This Skymap app works well: it
depends on the phone’s compass
and accelerometer, which are well
supported.

@ Here | am slowly turning my
phone to face up
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JitterLisp, cross-compiled by me on my computer!

E08 # ©O'd 81%01:53
Window 1

This AnySoftKeyboard virtual
keyboard is as good as it can be,
but a touchscreen is still a terrible
interface for the command line.
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JitterLisp, cross-compiled by me on my computer!

EOe # ©'d #%0153

Window 1

This AnySoftKeyboard virtual
keyboard is as good as it can be,
but a touchscreen is still a terrible
interface for the command line.

Finally some assembly in this
boring talk!
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JitterLisp, cross-compiled by me on my computer!

=R # ©O'd #1%0154
Window 1 @ X

This AnySoftKeyboard virtual
keyboard is as good as it can be,
but a touchscreen is still a terrible
interface for the command line.

Finally some assembly in this
boring talk!
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OpenVPN

[ ] ©or'd 100%01:18

<  OpenVPN Log [ ]

Connected: ageinghacker.net:1194 (82.221.139.216) via...

01:18 PROTOCOL OPTIONS:!

cipher: AES-256-GCM .

digest; NONE | use an OpenVPN client to

key-derivation: OpenVPN PRF

pearibo connect my phone to the VPN
01:18 We should call this sessionageinghacker.net

01:18 Opening tun interface server on my personal server
01:18 Local IPv4: 10.109.81.6/30 IPv6: (not set) MTU: .

1500 ageinghacker.net.

01:18 DNS Server: , Domain: null
01:18 Routes: 10.109.0.0/16, 10.109.81.0/24
01:18 Routes excluded:

01:18 VpnService routes installed: 10.109.0.0/16

01:18 Disallowed VPN apps Through the VPN I can have my
01:18 No DNS servers being used. Name resolution may H

ot Ch 8 ety e DN Servar\ e phone and local computers in the

also note that Android will keep using your proxy settings

specified for your mobile/Wi-Fi connection when no DNS same LAN.

servers are set

01:18 Connected via tun

01:18 LZO init swap=0 asym=1

01:18 mssfix=1399 (upper bound=1492, overhead=52,
payload_overhead=41, target=1440)

01:18 COMPRESSION_ENABLED: Asymmetric
compression enabled. Server may send compressed
data. This may be a potential security issue

01:18 Debug state info: CONNECTED HSPA+ to MOBILE
internet, pause: userPause, shouldbeconnected: true,
network: SHOULDBECONNECTED
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More Give us the raw data

More apps should be free!

It is very frustrating that, for example, public transport apps are
proprietary.

We should insist that organisations release the plain data: we as
a community can write good apps ourselves.

A friendly attendee wanted to help people coming to Izmir for the
GHM, but we found no way of using one specific form of public
transportation without a proprietary app. (This is not specific to
Izmir or Turkey)
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Alternatives Librem 5 Others

Alternatives to Replicant

Purism Librem 5

Power off

slalefefuli]zE]n

vbnm a
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Alternatives to Replicant

Purism Librem 5

Power off

slalefefuli]zE]n

vbnm a

@ Almost 100% free software (proprietary modem, isolated);
@ not based on Android, but on Gnome;
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Alternatives Librem 5 Others

Alternatives to Replicant

Purism Librem 5

Power off

slalefefuli]zE]n

vbnm a

@ Almost 100% free software (proprietary modem, isolated);
@ not based on Android, but on Gnome;
@ hardware kill switches;
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Alternatives Librem 5 Others

Alternatives to Replicant

Purism Librem 5

Power off

slalefefuli]zE]n

vbnm a

@ Almost 100% free software (proprietary modem, isolated);
@ not based on Android, but on Gnome;

@ hardware kill switches;

@ Recent: first sold in 2020;
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Alternatives Librem 5 Others

Alternatives to Replicant

Purism Librem 5

Power off

Almost 100% free software (proprietary modem, isolated);
not based on Android, but on Gnome;

hardware kill switches;

Recent: first sold in 2020;

Limited availability?
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Alternatives Librem 5 Others

Alternatives to Replicant

Purism Librem 5

Almost 100% free software (proprietary modem, isolated);
not based on Android, but on Gnome;

hardware kill switches;

Recent: first sold in 2020;

Limited availability? )
expensive (~2000%).
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Alternatives Librem 5 Others

Other alternatives to Replicant

[Slide added after the public presentation:
... Apparently more alternatives exist: people in the audience

(local and remote) during my talk in Izmir suggested several.

That is good, but check that these alternative do not require
proprietary drivers, for the exercise not to be futile.]
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The end
The end

@ https://replicant.us

@ | will publish my backup scripts: follow ghm-discuss and
look at the event web page once in a while:

https://www.gnu.org/ghm/2022/.

Thanks

Luca Saiu

https://ageinghacker.net
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Image credits |

@ phone clip art: modified from
https://commons.wikimedia.org/wiki/File:
Black-android-phone.svg by hatalar205, CCO, via
Wikimedia Commons

@ Wiktionary screen shot Text distributed under CC-BY-SA

@ Phosh screenshots: Purism (company) team, Francois
Téchené, GPLv2+
https://en.wikipedia.org/wiki/Librem#/media/File:
Phosh,_the_GNOME_mobile_shell,_developed_by_
Purism_and_GNOME_(2018-05) . jpg

Luca Saiu https://ageinghacker.net Free software on cell phones: Replicant GHM 2022


https://commons.wikimedia.org/wiki/File:Black-android-phone.svg
https://commons.wikimedia.org/wiki/File:Black-android-phone.svg
https://en.wikipedia.org/wiki/Librem#/media/File:Phosh,_the_GNOME_mobile_shell,_developed_by_Purism_and_GNOME_(2018-05).jpg
https://en.wikipedia.org/wiki/Librem#/media/File:Phosh,_the_GNOME_mobile_shell,_developed_by_Purism_and_GNOME_(2018-05).jpg
https://en.wikipedia.org/wiki/Librem#/media/File:Phosh,_the_GNOME_mobile_shell,_developed_by_Purism_and_GNOME_(2018-05).jpg
https://ageinghacker.net

Image credits Bibliography

Bibliography |

https://ageinghacker.net Free software on cell phones: Replicant GHM 2022


https://ageinghacker.net

	Android
	Replicant
	User experience
	More
	Alternatives
	
	Appendix
	Appendix


