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About Android

In the GNU/Linux system I can remove and replace parts to obtain
a system I like.

That is:
GNU ← This is the part I directly use and enjoy
plus Linux (Linux is there but I do not notice it much)

“when it works you don’t see it”
(plus other things as well)

Android is GNU/Linux, without the GNU part.

A very sad affair.
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The Android software

Android is mostly free software. . .

. . . but many components running on phones are usually
proprietary

some components are always proprietary:
almost everything in app “stores”
modem driver
Wifi driver?
Bluetooth driver?

The high-level part of the system and apps are written in Java
Huge, complicated, slow build system;
at least the build system runs on GNU/Linux.
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Proprietary software is a particularly serious problem here
Android runs on this kind of hardware.

Any modern cellphone has:
antenna, controlled by
modems (GSM, Wi-Fi)
microphone
cameras

No hardware kill switches

People have this in their pocket,
running proprietary (unknown)
software!
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Android has bugs

Android has bugs, like all software.

Let us speak about bugs Actually Android is a bug (def. 10)!
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bug, n. (https://en.wiktionary.org/wiki/bug)
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Can we liberate Android?

I am not a fan of the Android user interface.
. . . but a computer always in my pocket sounds good.

Can we liberate Android?
Remove proprietary parts
Ideally, replace what was removed with some free-software
rewrite

Almost: every modem is proprietary, and difficult to
reverse-engineer.

However in many cases modems are isolated: they do not
make the rest of the system insecure.
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The Replicant Project 1/2

Replicant is a fork of
LineageOS (Android variant
rebuilt from source), without
proprietary parts (except the
modem).
Developed since 2010
Currently Android 6. Porting
to the most recent versions
in progress.
Only supports a limited
number of not-so-recent
devices (3G): check the
exact model before
buying!
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The Replicant Project 2/2

Not perfect but usable
Main developer: Denis
“GNUtoo” Carliki (Awesome
person. Help him if you
like the project!)

[Hello GNUtoo]
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My Replicant phone

Samsung Galaxy Note II (“GT-N7100”, ∼2012)
Thanks Ege: she bought one second-hand then gifted it to me
My first smartphone ever: I started using it in 2021.
I replaced the battery (strongly recommended)

I followed the instructions on https://replicant.us
Long but relatively easy; very well documented
Download images to your GNU/Linux system
Use a few utilities to transfer via USB cable: heimdall,
fastboot

Prepare to back up in case you crash everything
An app “store” with only free-software apps: f-droid
You can spend a long time installing apps and (to a limited
degree) customising
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Long but relatively easy; very well documented
Download images to your GNU/Linux system
Use a few utilities to transfer via USB cable: heimdall,
fastboot

Prepare to back up in case you crash everything
An app “store” with only free-software apps: f-droid
You can spend a long time installing apps and (to a limited
degree) customising
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My Replicant phone
No Wifi, front camera, Bluetooth, GPS (proprietary drivers)

But the back camera works with a free-software driver
Proprietary but isolated GSM modem
No display acceleration: slowish refresh

VLC the only working video player
The camera app sometimes crashes because of the
nonworking front camera
The entire phone can crash, more easily with some apps (a
bad symptom)
A very annoying bug sometimes crashes the GSM modem

I have an imperfect workaround
I can cross-compile from GNU/Linux!

In C, in my case: this for me is just fun and Java sucks every
sweetness out of life. No Java for me without a good reason.

I have a working VPN
I can transfer files between phone and computer
I have my scripts for backups (I will publish a copy)
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My Replicant phone

It works!

(If it crashes now I can fix it quickly.)
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Boot

My Replicant system at boot,
with the screen locked, in its
home screen.
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Settings

The Android Debugging Bus is
useful for controlling your phone
from your computer.
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Reboot and recovery mode

I enabled the “advanced” reboot
menu. Recommended.

The Recovery image is useful for
backing up and restoring without
touching mounted filesystems;
and for system upgrades.
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My “drawer”

These are the apps I have
installed now.

Some I actually use; a few are
silly, some I have just tried once.
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The f-droid “app store” for free-software apps

f-droid is an app-store for
free-software apps.

Of course you can also install
apps manually — or do whatever
you want: it is your phone!
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SMS messages

This is useful in practice and
works perfectly well.
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(The entirely-free-software version of) Telegram

(This gives you a little more
privacy than with SMS.)

Calls and groups also work
perfectly well.

[Hello to my awesome Turkish parents-in-law.]
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Mail: I recommend K-9 Mail

K-9 Mail works well and is
somewhat customisable.

Inflexible and limited for me, used
to the power of Gnus on GNU
Emacs. . .

. . . But users of mail apps on cell
phones will feel perfectly at home
with this.
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Web browsing

SmartCookieWeb is the best web
browser I found.
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Maps: several unusable apps use OpenStreetMap. . .

Not so good.

Many of these apps seem
incomplete (no bookmarks for
places!) and unstable.

It is not just my missing GPS
driver.
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. . . one very nice OpenStreetMap app: Organic Maps

Organic Maps is unfortunately
slow on my phone. But it really
works, and is usable.

This app downloads maps in
advance and uses them offline:
excellent for privacy.

This is where we are now in İzmir.

Even if I had no network I could
use here the Turkey maps I had
downloaded back in Switzerland!
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Weather Forecast

There are weather forecast apps: I
do not know which one to
recommend.

(Even without a GPS driver I
think that this leaks privacy. . . )
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Taking photos

I have had system crashes occasionally when using this in the past.
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Crashes

Sometimes app crash.
This might have depended
on a working GPS
App crashes are not a big
deal
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Jami

GNU Jami works well, and is a
complex application.
(Recommended).

Here I am in a Jami video
call between phone and
computer
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Skymap

This Skymap app works well: it
depends on the phone’s compass
and accelerometer, which are well
supported.

Here I am slowly turning my
phone to face up
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JitterLisp, cross-compiled by me on my computer!

This AnySoftKeyboard virtual
keyboard is as good as it can be,
but a touchscreen is still a terrible
interface for the command line.

Finally some assembly in this
boring talk!
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OpenVPN

I use an OpenVPN client to
connect my phone to the VPN
server on my personal server
ageinghacker.net.

Through the VPN I can have my
phone and local computers in the
same LAN.
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More apps should be free!

It is very frustrating that, for example, public transport apps are
proprietary.

We should insist that organisations release the plain data: we as
a community can write good apps ourselves.

A friendly attendee wanted to help people coming to İzmir for the
GHM, but we found no way of using one specific form of public
transportation without a proprietary app. (This is not specific to
İzmir or Turkey)
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Alternatives to Replicant
Purism Librem 5

Almost 100% free software (proprietary modem, isolated);
not based on Android, but on Gnome;
hardware kill switches;
Recent: first sold in 2020;
Limited availability?
expensive (∼2000$).
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Other alternatives to Replicant

[Slide added after the public presentation:

. . . Apparently more alternatives exist: people in the audience
(local and remote) during my talk in İzmir suggested several.

That is good, but check that these alternative do not require
proprietary drivers, for the exercise not to be futile.]

Luca Saiu https://ageinghacker.net Free software on cell phones: Replicant GHM 2022

https://ageinghacker.net


37/37 .

Android Replicant User experience More Alternatives The end

The end

https://replicant.us

I will publish my backup scripts: follow ghm-discuss and
look at the event web page once in a while:
https://www.gnu.org/ghm/2022/.

Thanks
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